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Joday's Topics



important




NS and DNSSEC

- DNS - dlstrlbuted database for various data
- Trusted data - o
. TLSA, SSHFP, P c £ RT CAA

- Possibilities for ne ,lnds of applications
. Plain DNS - vuInerafble":":""f""”"" '

- DNS SECur|ty extensmns

- Provide data authent|C|ty and integrity
- Chain of trust from the “.” root zone JC



change about




, Integration

- Focus afi (appllcatlon) cllent side

- Integration of mu Itlpl cor _j;f:;i ponents into

one solution o

- Responding to ne
changes "““i“ e

- Local valldatlng resolver - increase DNS

securlty also for applications that “don’t
care”

- Applications that do care will use some JC
validating DNS API




How it works
in Fegora




Details

NetworkManage{ '
Network co nfic g .' nager
Rkl d se rzjf"' -
- Validatin g D
- dnssec- tngger

Integration component bet'ween Unbound
and NM .

Handling of networkconﬁguration changes




NetworkManager

Fetching of current
network configuration
using libnm (default
connections, VPNs, ...)

Notifications on
network configuration
changes

dnssec-trigger

Dynamic reconfiguration
based on current network
configuration and
performed tests




oRorted functionality
. DNS over TCP (port

- DNS over SSL (port' 4 43) -



- Fedora
“products




edora products

Product s p e C I] tion
Integration p‘
- Cd ptlve portal
- Captive po rta*lﬂ-a__. ogit
User mteractloh



ommon things

- dnssec- trlgger Pan‘elnot mstalled )Y
default
- Captive porta‘|. U mEd off

- will rely on Ne .

. Connection sta,;ﬁ 'h‘tiﬁcations from
NM are still pend i ng .




dora Workstation

- Captive portal Iogm Ie completely up to
GNOME Shell

- NO user mteractlf"

‘a‘:n be changed)
tc SECURE mode if all
fallback option sfal L



Cloud (Host)

- Have trusted resclver on the (Atomlc) Host

- Containers reu5| f' Q‘jc'a I“ (to host)
resolver = .

- No local resolver-, id Images

. Docker o

. can not use “127.0.0.1” in resolv.conf

. iptables and DNAT “hack”

- https://github.com/docker/docker/issues/14627

)C






iants

Other var



Summary

- DNSSEC on cllent S|de Opens new
possibilities e

\.,f“me ponents
or different

- Tightly mtegréte

- Different conﬁgu
products =

- Some “dlrty hacks” commonly used with
plain DNS will stop working

- Please test it for your use-cases

)C



Links

‘:f "‘I;E}'j\‘fm% = ‘.“:.:"'.":"!.1

- https; //fedoraprOJect org/W|k|/Network|ng/
NameResqutlon/DNSSEC

3pro ,_/W| ki /Networking/
EC /es ign

NameResoluti jor .n"l

- https: //fedoraprOJect.org/W|k|/Network|ng/
NameResqutlon/DNSSEC/UnboundM|xed
Mode

: https://fedoraproject.org/wiki/Changes/De
fault Local DNS Resolver JC



Questions?

CONTACT:
thozza@fedoraproject.org
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